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Abstract
Current Digital Rights Management (DRM) systems permit a consumer to buy a digital license to access the corresponding
content on his device. Under these current systems, however, the consumer is unable to resell the license. To allow the
consumer to resell the license, all entities involved in the reselling process must be treated fairly. Fairness means that a
reseller should obtain payment if and only if a buyer obtains the expected license and vice-versa. This paper presents a
novel method to support fairness in reselling a digital license for DRM protected content. This method enables a reseller to
fairly and securely exchange his/her license for payment from a buyer. In addition, it enables the reseller to maximize his
profit and the buyer to minimize his cost in the same process. The method is designed such that the buyer can not cheat and
the reseller has no incentive to do so. A practical mechanism is proposed to handle any misbehavior by the reseller. In
comparison with related works, the method does not make use of any additional trusted hardware device, thus more costeffective, while satisfying the interests of all the entities involved. The method also prevents reselling a non-resalable
license and multiple reselling of the same license.
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Abstract
Most of the fair contract signing protocols published to date make use of a Trusted Third Party (TTP) to achieve fairness. In
this paper, we have designed a fair contract signing protocol to support fair reselling of a DRM license without using a
dedicated TTP. This protocol makes use of the concurrent signature (CS) and the existing license distribution infrastructure.
By making use of the CS scheme, and integrating it into the existing license distribution infrastructure, we avoid the use of
a dedicated TTP, thus introducing no additional communication overhead in providing fair license reselling. Also, the
protocol is designed such that none of the two signers can prove to an outside entity that he is in control of the outcome of
the protocol, thus achieving abuse-freeness.
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Abstract
Digital Rights Management (DRM) is an important technology supporting e-commerce systems and online marketing,
enabling content owners and market intermediaries to securely manage and deliver digital content. In addition, P2P (peerto-peer) networks play a pro-motive role in e-commerce. However, it facilitates illegal access to copyrighted media which
may cause a violation of content owners’ rights. P2P could support legal digital content transfer—reselling digital content.
One peer (a reseller) could use P2P technology to send a digital content and its license to another peer (a buyer). A reseller
could continue to resell it many times, causing content owners to lose revenue. This paper presents a License Revocation
Protocol (LRP) to support reselling of a digital license. This LRP protocol enables a license issuer, representing a content
owner, to confirm that once a reseller has resold his license, the reseller cannot continue to use the license. With LRP
protocol, a reseller does not get the license payment until he revokes his resold license. The LRP protocol does not make
use of any additional trusted hardware device, thus making the protocol more cost-effective.
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Abstract

Consumers of digital contents are empowered with numerous technologies allowing them to produce perfect copies of these
contents and distribute them around the world with little or no cost. To prevent illegal copying and distribution, a
technology called Digital Rights Management (DRM) is developed. With this technology, consumers are allowed to access
digital contents only if they have purchased the corresponding licenses from license issuers. The problem, however, is that
those consumers are not allowed to resell their own licenses- a restriction that goes against the first-sale doctrine. Enabling
a consumer to buy a digital license directly from another consumer and allowing the two consumers to fairly exchange the
license for a payment are still an open issue in DRM research area. This thesis investigates existing security solutions for
achieving digital license reselling and analyses their strengths and weaknesses. The thesis then proposes a novel Reselling
Deal Signing (RDS) protocol to achieve fairness in a license reselling. The idea of the protocol is to integrate the features of
the concurrent signature scheme with functionalities of a License Issuer (LI). The security properties of this protocol is
informally analysed and then formally verified using ATL logic and the model checker MOCHA. To assess its performance,
a prototype of the RDS protocol has been developed and a comparison with related protocols has been conducted. The
thesis also introduces two novel digital tokens a Reselling Permission (RP) token and a Multiple Reselling Permission
(MRP) token. The RP and MRP tokens are used to show whether a given license is single and multiple resalable,
respectively. Moreover, the thesis proposes two novel methods supporting fair and secure digital license reselling. The first
method is the Reselling Deal (RD) method which allows a license to be resold once. This method makes use of the existing
distribution infrastructure, RP, License Revocation List (LRL), and three protocols: RDS protocol RD Activation (RDA)
protocol, and RD Completion (RDC) protocol. The second method is a Multiple License Reselling (MLR) method enabling
one license to be resold N times by N consumers. The thesis presents two variants of the MLR method: RRP-MR (Repeated
RP-based Multi-Reselling) and HC-MR (Hash Chain-based Multi-Reselling). The RRP-MR method is designed such that a
buyer can choose to either continue or stop a multi-reselling of a license. Like the RD method, the RRP-MR method makes
use of RP, LI, LRL, and the RDS, RDA, and RDC protocols to achieve fair and secure reselling. The HC-MR method
allows multiple resellings while keeping the overhead on LI at a minimum level and enable a buyer to check how many
times a license can be further resold. To do so, the HC-MR utilizes MRP and the hash chain cryptographic primitive along
with LRL, LI and the RDS, RDA and RDC protocols. The analysis and the evaluation of these three methods have been
conducted. While supporting the license reselling, the two methods are designed to prevent a reseller from (1) continuing
using a resold license, (2) reselling a non-resalable license, and (3) reselling one license a unauthorized number of times. In
addition, they enable content owners of resold contents to trace a buyer who has violated any of the usage rights of a license
bought from a reseller. Moreover, the methods enable a buyer to verify whether a license he is about to buy is legitimate for
re-sale. Furthermore, the two methods support market power where a reseller can maximise his profit and a buyer can
minimise his cost in a reselling process. In comparison with related works, our solution does not make use of any trusted
hardware device, thus it is more cost-effective, while satisfying the interests of both resellers and buyers, and protecting the
content owner's rights
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